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1. Introducere

Acest ghid prezinta pasii necesari pentru adaugarea modului pkcs#11 in Adobe Reader DC.
Modulul PKCS#11, al dispozitivului ATHENA, poate fi gasit in locatia
C:\Windows\System32\asepkcs.dll

2. Adaugarea modulului

Pentru adaugarea modulului criptografic al dispozitivului ATHENA, in Adobe Reader DC,
trebuie urmati pasii de mai jos:

Pasul 1. Se deschide Adobe Reader si se acceseaza meniul Edit -> Preferences -> Security
(Enhanced) si se debifeaza Enable Protected Mode at startup urmand sa se inchida fereastra cu
OK si sa se restarteze programul Adobe Reader.

Sandbox Protections

V| Enable Protected Mode at startup

Protected View @ Off
Files from potentially unsafe locations

All files

Pasul 2. Dupa redeschiderea programului Adobe Reader se acceseaza din nou meniul Edit ->
Preferences -> Signatures si din grupul Identities & Trusted Certificates se face click pe
More...

Identities & Trusted Certificates

» Create and manage identities for signing
» Manage credentials used to trust documents

More...

Pasul 3. Din noua fereastra se face click pe ,,+”, iar din meniul Digital 1ds se alege submeniul
PKCS#11 Modules and Token si se face click pe butonul Attach Module.

= Digital IDs Attach Module ¥ Refresh
Roaming ID Accounts Module Manufacturer ID Libsrary Path
Diigital B0 Files

Windows Digital IDs
PECSS11 Modules and Tokens

Trusted Centificates
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Pasul 4. Se cauta si se ataseaza modulul pkcs#1ll - asepkcs.dll - din locatia
C:\Windows\System32\

bl«dﬁt(ﬁ)»b

% Fovodhes Name Date modfied Type See ‘
B Desttop & aseAdmindil IBI2014080)  Apphcation edens 131 KB :J
[ Downloads ) aseBiodt IBI22014080)  Applcatonedens. 2399 KB l
%4 Recent Places & aseCordCryproCsPo. 16.01 2013 0626 Apphcabion exten:... Qe

|| aseCardCryproCSPaaig 1600 2013 0626 SIG Fide 1B

i Lbrades . aseCredindat 14022011 0945 DAT File HiE
(3 Documents & ASEDriveProp. 180720111200 Apphication extent... 112 KE
o) Masic % anekSP.d 26112014 1108 Apphcabon etent.. 511 KB
B Pictures ) asemd 0 07.01.2014 0837 Apphcaten extens 1087 KE
B videos & AsepcosTokendt 18122014 0803 Apphcaton etens 105 KB

‘& asePinDislog.dil 18122014 0803 Apphcation extens.. 227 k8

R Computer | asepkesdn M122014080)  Appatenctens. O3 NE)
& Local Disk (C) & ASESPRaM 22002011 1248 Apphcaton etens.. E
(ca Local Disk (0) & seVCAPLam 1706 2014 0658 Apphcaton exdent.. D4 xE

& aeVCAPIR.O8 29.08.2005 1505 Apphcation extens... 143 k8
& aeVCChentB.dll 01122014 1054 Apphcation edens... #IK8

~w & a1eVCChertSCo 060U 13H Apphcaton etens._ M5 KB
& asfesrcedt 14.07.2009 04:03 Apphcation extent 1xE
& apnet_counters.dl 14072016 1883 Apphcation extens. k-1
& anycfindy 07.10.2016 1812 Apghication estens... B XE
T atene 14.07.2009 04:14 Aggicatan 4 KE
7 MBeokerexe 14072009 0434 Apghcation 56 i
20 a0h. s AAAAAR AR AN e

'y asepkes.dil Daste modiied: 18122014 0803 Date crested: 18122014 0803
S} Agpication extension Soe 802 KB
L

Dsgital e Attach Module  Detach Module ¥ Refresh
Roaming ID Account  Module Manufacturer 1D Library Path
i Dm Athena Smartcard At s :

Module Manufacturer ID: Athena Smartcard Solutions
Module Description: ASE Cryptoki

Library Version: 3.1
Cryptoki Version: 2 20
Library Path: C: Windows System32'asepkes dll
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Pasul 5. Dupa atasarea modulului se face click pe ,,+” de 1anga PKCS#11 Modules and Token
si se acceseaza meniul ASE Cryptoki urmand sa se apese butonul Login pentru logarea pe
dispozitiv.

22 Digital ID and Trusted Certificate Settings (==
5 . DigitalIDs Change Password  Login " & Refresh
Roaming ID Account  Token Label Status
Trans CA Logged out
Digital ID Files Peal 9

Windows Digital IDs

= PKCS=11 Modules ar

R Token Label: Trans Sped QCA

Module Manufacturer ID: Athena Smartcard Solutions
Model: [DProtect
Serial Number: 395700052F1C3247

Pasul 6. Se introduce Codul PIN.

I -\

Token Label: Trans Sped QCA

AXEXTRER

Password:

| ok | [ cancel
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Pasul 7. De sub meniul Ase Cpryptoki se face click pe Trans Sped QCA de unde se alege
noul certificat pentru a fi utilizat pentru semnarea documentelor selectandu-se Use for Signing
din meniul Usage Options.

'8

=4 Digital ID and Trusted Centificate Settings e
= Digital 105 +_,.j Add ID / Usage Options « ?Cmiﬁute Details p=9 Export e Refresh &) RemovelD
Roaming ID Account  Name 2 Usefor s Expires
se for JIgning
% [ame | =l e 2171228132802 2
Digial ID Files Manage Attnbute Certificates

Windows Digital IDs 4, Personalize

& PKCS#11 Modules ar

= ASE Cryptoki
ReESpad e Name Name Name
Trusted Cestificates Issued by: Trans Sped QCA G2

Trans Sped SRL
Valid from: 2016/12/28 15:28:02 +02'00"
Valid to: 2017/12/28 15:28:02 +02'00'
Intended usage: Digital Signature, Non-Repudiation, Chent Authentication, Email Protection

Dupa acesti pasi se inchid ferestrele si se incearca semnarea unui document pdf.
La semnarea documentului pdf, Codul PIN va fi introdus ca in imaginea de mai jos:

Sign as "Name"

X
Appearance = Created 2016.10.05 11:11:57 +0... v ( Create ) ( Edit )
Name
Name Digitally signed by Name
DN:c=RO, sn=Name,
givenName=Name,
serialNumber=xXxxXxXXXXXXXXXX,
cn=Name
Date:2017.01.10 10:26:01 +02°00°
Lock document after signing View Certificate Details

-




